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[PC 9722] 



[Method and Circuit Configuration] System for Storing Data 
Words in a RAM Module 



The present invention generally relates to memory storage 
systems and more particularly relates to a method and a 
circuit configuration for storing data words in a RAM module [, 
especially suited for applications that are critical in terms 
of safety] . 



RAM (Random Access Memory) modules are generally known in the 
art and common in use . They are employed for repeatedly 
storing and reading out data for a great number of 
applications. Special attention must be paid to the integrity 
of data [memorized] stored in the RAM module when designing 
the memory architecture. In a prior art scheme, data integrity 
is ensured by a fully redundant design of the module in a 
relatively reliable fashion. A major shortcoming in this 
respect is, however, that the [expenditure in circuit 
structure and the demand in silicon junction] financial cost 
is relatively high. 



Technical Field 



Background of The Invention 



In view of the above, an object of the present invention is to 
provide a method and a circuit configuration for storing data 
words in a RAM module whose demand in junction is considerably 
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lower, without suffering from limitations with respect to data 
integrity . 

This object is achieved by a method according to [claim 1 
which is characterized by] the following steps: producing a 
check bit word from at least one data word when writing the at 
least one data word into the RAM module, storing the check bit 
word, reading out the check bit word when reading out the at 
least one data word from the RAM module, regenerating the 
check bit word from the at least one read-out data word, 
y, comparing the read-out check bit word with the regenerated 

O check bit word and generating an error message if they do not 

o 

correspond . 

03 

Sji Further, the object is achieved by a circuit configuration 

^ according to claim 7 which is characterized by: a first 

s 

□ circuit unit for generating a check bit word from at least one 

pf data word when writing and reading the at least one data word, 

TU a number of registers for the associated storage of check bit 

□ 

m words for the data words, and a second circuit unit by means 

of which, when reading data words, the associated check bit 
word is compared to the check bit word regenerated by the 
first circuit unit, and for generating an error message if the 
check bit words do not correspond. 

A special advantage of this solution involves that in the 
event of basically equal data integrity as in the above- 
mentioned fully redundant design, the necessary silicon 
junction and, hence, the circuit design effort and costs is 
considerably lower . 

[The subclaims are directed to favorable improvements of the 
present invention . 
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Further details, features, and advantages of the present 
invention can be taken from the following description of a 
preferred embodiment by making reference to the accompanying 
drawings. In the drawings,] 

Brief Description of The Drawings 

Figure 1 is a schematic view of a first memory scheme. 
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Figure 2 is a schematic view of the course of a writing 
operation . 

Figure 3 is a schematic view of the course of a reading 
operation. 
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Figure 4 shows the generation of a word-oriented parity. 



Figure 5 is a schematic view of a second memory scheme, 



Figure 6 shows the generation of a column-oriented parity. 



Detailed Description of The Preferred Embodiments 



According to Figure 1, a RAM module generally comprises a 
word-oriented array 10 made up of a number of 3 2 bit data word 
registers 10a, ..10, ...lOx which are illustrated as being 
arranged one below the other in rows. A 2 bit parity word 
register 11a, . . .Hi, . . . llx is associated with each data word 
register so that a 2 bit parity array 11 is the result. There 
is further provision of a 2 bit parity word register 12 
allocated to which, in turn, is a 2 bit parity word register 
13 . 
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For the purpose of data exchange, this arrangement is 
connected in a known fashion to a bus interface 14 by means of 
which a connection to a CPU bus can be established. The bus 
interface 14 further comprises circuit units for generating 
and comparing the parity words in writing and reading 
operations which are illustrated in Figures 2 and 3. 

For writing into the RAM module, the respective data words are 
sent by a 32 bit data bus 20 to a first circuit unit 21 used 
■ j: to generate a 2 bit parity word with respect to each data word 

S according to Figure 2 . Subsequently, the data word is written 

o 

S3 into one of the data word registers lOi in the RAM module, and 

the 2 bit parity word is written into the associated 2 bit 

*D 

Iff parity word register Hi. 



jj . 



To read data words out of the RAM module, the addressed data 
word is initially sent to the first circuit unit 21. The 

l rr 

Hi associated 2 bit parity word is simultaneously transmitted 

Q 

5~= into a second circuit unit 22. In the first circuit unit 21, 

iy 

in turn, a 2 bit parity word is generated from the read-out 
data word and sent to the second circuit unit 22, where it is 
compared with the 2 bit parity word directly read out of the 
RAM module. If these two words do not correspond, an error 
signal F is produced or a corresponding error flag is set. If 
the 2 bit parity words correspond, the read-out data word is 
transmitted to the data bus 20. 

According to Figure 4, each 32 bit data word is composed of a 
first and a second 16 bit halfword HW, and a bit' B of the 2 
bit parity word is generated from each halfword. 
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Individual bit errors may be detected at once 'online' when 
reading out of the RAM module due to the automatic generation 
and the automatic comparison of these word-oriented parities. 

To reach a still greater safety of error prevention, the 2 bit 
parity generation may also be replaced by a CRC (Cyclic 
Redundancy Check) check with a CRC word calculated for each 
data word according to a polynomial. To achieve an expedient 
ratio between the length of a data word and the length of a 
CRC word, the memory scheme is chosen so that the length of 
the stored data words (memory words) is a multiple of the 
length of the data words on the data bus. In the event of a 
data word length of 3 2 bit, the memory word preferably has a 
length of 12 8 bit and the CRC word for an optimal error 
prevention [saftey] safety has a length of 9 bit. 

Figure 5 shows a corresponding arrangement which is connected 
to a 32 bit data bus (not shown) by way of the bus interface 
14 . 

The RAM module comprises an array 6 0 made up of a number of 
128 bit memory word registers 60a,... 60x which are shown as 
being arranged one below the other in rows. Associated with 
each memory word register is a CRC register 61a,... 61x with 
e.g. 9 bits in each case so that a CRC array 61 is achieved. 

Interconnected between the array 60 and the bus interface 14 
is a unit 70 which includes a multiplexer 71 for 32 bit data 
words each and a 128 bit CRC arithmetic register 72 for 
receiving four 32 bit data words. Further, unit 70 comprises a 
CRC arithmetic unit 73, by means of which a 9 bit CRC word is 
calculated from the contents of the 128 bit CRC arithmetic 
register 72 by known calculation methods and intermediately 
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stored in a 9 bit CRC register 74 which, in turn, is connected 
to the bus interface 14 . 

The writing and reading operations basically take place in the 
same manner as shown in Figures 2 and 3 . 

In the operation of writing into the RAM module, four 32 bit 
data words which are input by way of the bus interface 14 are 
cyclically stored consecutively in the 128 bit CRC arithmetic 
register 72 by means of the multiplexer 71 so that a 128 bit 
^ memory word is achieved. From this the 9 bit CRC word is 

O calculated with the CRC arithmetic unit 73 and registered in 

o 

0J the 9 bit CRC register 74. Subsequently, the contents of the 

EQ 128 bit CRC arithmetic register 72 is stored in one of the 128 

U| bit memory word registers 6 0i of the RAM array, and the 

contents of the 9 bit CRC register 74 is stored in the 
associated 9 bit CRC word register 61i. 
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When writing a new 32 bit data word (or shorter word units) 
into the RAM module, it is necessary to recalculate the CRC 
word of the respective 128 bit memory word register 60i. This 
means that before writing the new data word, it is first 
necessary to fully read out the contents of the respective 128 
bit memory word register 60i and to store it in the CRC 
arithmetic register 72 . Subsequently, the 9 bit CRC word is 
recalculated with the CRC arithmetic unit 73 on the basis of 
the new data word and stored in the CRC register 74 . The 
contents of both registers 72, 74 are then transferred into 
the corresponding registers 60i, 61i. 

If it is desired to perform an error check before writing a 
new 32 bit data word, which check may be triggered in defined 
intervals by e.g. a software, initially, the contents of the 
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respective 12 8 bit memory word register 609 and the contents 
of the associated CRC register 61i is read out, as mentioned 
above. Thereafter, the 9 bit CRC word is regenerated therefrom 
by CRC arithmetic unit 73 and compared with the read-out CRC 
word. If these two CRC words do not correspond, an error 
signal F (or a corresponding error flag) is produced. If the 
CRC words correspond, a new 9 bit CRC word is calculated from 
the 12 8 bit memory word which contains the new 3 2 bit data 
word, as has been explained hereinabove, and both are read in 
the corresponding 128 bit memory word register 60i or the 

la associated 9 bit CRC register 61i of the RAM module, 

g respectively. 



i 

lil out a data word from the RAM module on the data bus 20. For 



fij 



The error check can be performed even if it is desired to read 



this purpose, the contents of the memory word register 60i 
that contains the respective data word is transferred into the 
JjJ CRC arithmetic register 72, and the CRC word is recalculated 

[I 1 therefrom. This CRC word is compared to the CRC word memorized 

in the associated CRC word register 61i. If the two words do 
not correspond, an error message F is generated or a 
corresponding error flag set. If both CRC words correspond, 
the read-out 32 bit data word is transferred to the data bus 
20. Thereafter, the contents of the CRC arithmetic register 72 
is returned into the corresponding 12 8 bit memory word 
register 60i. 

Figure 6 shows several memory word registers 10a, 10b,.. lOx, 
for 32 bit data words and a 32 bit parity word register 12, 
wherein a bit with the value 0 or 1 is illustrated for each 
digit as an example. 
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In contrast to the word-oriented check bit generation shown in 
Figures 4 and 5, a column-oriented parity is generated 
according to Figure 6, wherein for respectively equal digits 
of all data words a parity bit is determined which is written 
into an associated digit in the 32 bit parity word register 
32. A 32 bit parity word is thus achieved. Further, a 2 bit 
parity word can be generated and stored in the 2 bit parity 
word [regiser] register 13 (see Figure 1) with respect to the 
above 32 bit parity word in the same manner as was described 
for the word-oriented parity by way of Figure 4. Corresponding 
to the fashion described hereinabove, a column-oriented parity 
B check can be performed in the embodiment of Figure 5 with 12 8 

£q bit long data words. 

CO 

m When writing a new data word in one of the word registers lOi 

of the RAM module, first the contents of the data word of the 
□ memory digit being described in the RAM module, i.e., a 32 bit 

data word register lOi in the present example, and the 32 bit 



m 

FU parity word register 12 is read out. Thereafter, the value of 



the column-oriented 32 bit parity word is determined and 
described again . 



Subsequently, the new data word is re-written in the 
corresponding data word registers lOi, and the contents of the 
32 bit parity word register 12 is re-determined. Following 
this operation, again a 2 bit parity can be generated with 
respect to the 32 bit parity word and stored in the 2 bit 
parity word register 13 (see Figure 1) . 

It is preferred that an error check is not performed during a 
normal reading operation. An additional error check may be 
carried out in that in the manner described above, e.g. at the 
point of time during a reading operation, the contents of all 
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data word registers lOi is read out, the column-oriented 32 
bit parity word is regenerated and compared with the parity 
word stored in the parity word register 12. If the parity 
words do not correspond, an error message F is produced or a 
corresponding error flag is set. If the parity words 
correspond, the read-out data word is transferred to the data 
bus 20. The column-oriented error check in the entire RAM 
described in the embodiment hereinabove is expediently not 
performed with each writing or reading operation but at 
defined intervals, and it is possible that the said intervals 
are [prededetermined] predetermined by the software used. The 
decision whether this error check takes place or not is 
preferably made by the implemented software. 

The 2 bit parity word of the 32 bit parity word can be used 
for error checks in the same way as it was described by way 
of Figures 2 to 4 for the 2 bit parity words of the data 
words . 

Instead of the column-oriented parity, a column-oriented CRC 
(Cyclic Redundancy Check) sum may be produced and used for 
error checks. Before writing and/or reading a word, first the 
contents of all data word registers lOi and check bit register 
12 are read out, and the CRC word is determined again also in 
this case. If this CRC word does not correspond with the 
memorized CRC word, an error message F is produced or a 
corresponding error flag is set. If both CRC words correspond, 
the writing or reading operation is concluded in the manner 
described in the above with respect to the column-oriented 
parity word generation. 

The column-oriented parity and a cyclically occurring parity 
check or the CRC check sum and a cyclic CRC calculation permit 
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detecting errors in the address decoder as well as double bit 

errors and further errors. The checks or calculations, 

respectively, are preferably performed by a corresponding 
software . 
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[Abstract : ] 

[Method and Circuit Configuration] System for Storing Data 
Words in a RAM Module 
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Abstract of The Disclosure 

The present invention describes a method of storing data words 
in a RAM module which is especially suited for applications 
that are critical in terms of safety and includes the 
following steps: producing a check bit word from at least one 
data word when writing the at least one data word into the RAM 
module, storing the check bit word, reading out the check bit 
O word when reading out the at least one data word from the RAM 

pj module, regenerating the check bit word from the at least one 

[Jj read-out data word, comparing the read-out check bit word with 

fjj the regenerated check bit word and generating an error message 

if they do not correspond. This invention further relates to a 
corresponding circuit configuration . 

[ (Figure 3) ] 
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